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ABSTRACT

As the number of attacks on vehicles has increased, studies on CAN-based security technologies are actively being carried
out. However, since the upper layer protocol of CAN differs for each vehicle manufacturer and model, there is a great
difficulty in researches such as developing anomaly detection for CAN or finding vulnerabilities of ECUs. In this paper, we
propose a method to infer the detailed structure of the data field of CAN frame by analyzing CAN trace to mitigate this
problem. In the existing Internet environment, many researches for reverse engineering proprietary protocols have already
been carried out. However, CAN bus has a structure difficult to apply the existing protocol reverse engineering technology
as it is. In this paper, we propose new field classification methods with low computation-cost based on the characteristics of
data in CAN frame and existing field classification method. The proposed methods are verified through implementation that
analyze CAN traces generated by simulations of CAN communication and actual vehicles. They show higher accuracy of
field classification with lower computational cost compared to the existing method.
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11 3427326 R= 0280 5 <E FD OO0 O7 2E
2] 342734.5 A= 04dF0 8 80 00 14 OO 0D DD CD 10
3) 342734.8 Rx 0350 8 00 20 Bz 77 79 00 00 SC
43 342735.0 R= 02c0 5 01 00 00 00 00 00 0o o0
5) 3427357 R= 0530 5 00 00 00 00 00 00 00 00
B) 3427365 R= 0316 5 31 1EES3 04 1E17 00 WF
7 342736.8 Rx OI8F & 00 2C 1E 00 00 43 00 00
g) 342737.0 Rx 0og0 8 00 17 ES 04 1E 1T 1E 11
9) 3427372 R= 0031 8 80 84 63 00 00 00 00 21
10) 342737.4  R= 0260 5§ 05 1E OO0 30 28 92 4F 10
11 3427377 R= 0240 § 42 00 63 9C 5D 04 F5 0O
12) 342737.9 Rx 0329 & O0OF 48 7F OC 12 24 00 10
13) 342738.2 Rx 0545 8 DB 11 00 BB 39 00 34 00
14) 342738.5 Rx 043F 8 00 40 60 FF 44 80 09 00
18) 3427388 R= 0370 § FF 20 00 00 FF 00 00 zZ0
16) 342739.0 R= 0440 5§ FF 00 00 00 FF 84 09 00

171 3427421 R= 0280 5 7C FD OO OF IF
18) 342744.7 Rx 0350 & 00 20 C2 77 79 00 00 EC
19) 342744.9 Rx 0zC0 8 01 00 00 00 00 00 00 00
20) 34274753 R= 0316 5 31 1ECEO4 1F 1700 WF
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31) 342751.7 R= 020 5 <C FD 00 OY EO
32) 3427546 Rx 04F0 5 80 00 1C 00 00 DD CD 10

Fig. 1. An example of CAN trace from Hyundai
Avante 12" (generated by PCAN-view).
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3.1 CAN Glolg =&

CAN W9 Edo]lagd FA317] flalA= dut
HoegZ A W $x3 OBD-1I(On-Board
Diagnostics) ZEE o]&%t}t OBD-1I ZEE
E3] CAN dlo]ElE PCE Awily] 9sies He
o] st=de] e o] ~rt Fasltt. B AFex=
PCAN-USB ¥ Kvaser OBD-II to Dsub9 7l
o]£-(9, 10), 8]az PCAN-USB¢} 3 Al&-5+
PCAN-view AZE ]S &3] CAN 29 U E
Az Efo|l~E FAekslon, dAF A=k dd o}
ahe 20129 2 2 7jop 2dE R 20099 24

dubA el Qlejdl $ellA Wireshark(11) 59
=75 3 A" dEH=Z Edel(network
trace)X®, CAN W29 Efo]re= 7+ 279
W F9 dE g AU Fig. 13} 22o] AAgc) 7
CAN zZHlel= ad =#sle] ¢35 A7k, A
Z = (arbitration field), DLC(Data Length
Code), Hlole A= 59 Fto] EgErt T 3=

= ID d=2% 2o D 2 2 A Alzal ®
£ A=k =9 WE ECU ﬂoﬂ Faks 2 vlAA]
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S 7K CAN =gl 2% 722 g3to] DLC %
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function subdivide(pos_Il, pos_r, sen)
# pos_l: position of the left-most bit
# pos_r: position of the right-most bit
# sen: sensitivity
fields < [1]
if pos_r = pos_l then
fields .append( Field(pos_l, pos_r))
return fields
end if
ptr_l < pos_l
ptr_r < pos_r
while ptr_r < pos_r do
n_pos_r = get_n_pos_r(ID, pos_r)
# get_n_pos_r: get the mmber of identical
pos_r from R,....R;, ; of
a given ID
if n_pos_r / k > 1-sen or
ptr_r = pos_r do
fields .append( Field(ptr_l, ptr_r))
ptr_l < ptr_r + 1
end if
ptr_r < ptr_r + 1

end while

function split_static(dy,d;,...,d,, —1)
S <0
for ¢ in [0:m-1] # m-I exclusive
S SV (d @ d,)

end for

return groupby(S)

Fig. 2. Static partitioning algorithm.

Fig. 3. subdivision of variable field algorithm
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11th block 102 2007841200941 [0 0 o ofel1 0 1 o 0051-366D (85) 0 0 0 0 1] sEny B 00-6C (55) © 0 o] eete@ o 1 0 0 1 0 1Joto 0 0 0 0 0 0 0
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Result (static, sen=0) w01

Result (static, sen=02) 0D~11(5)

Result (static, sen=04) 00C~021 (16) 00~AS5 (125) 0D~11 (5)

Result (static, sen=0.6) 00C~021 (16) 00~A5 (125) 0D~11 (5)

Result (static, sen=0.8) 00c~021 (16) 00~45 (125) 0D~11 (5

Result (static, sen=1) 00~01 @) 00~A5 (125) 00~7F (128) 00C~021 (16) 00~45 (125) 0D-11 (5

Fig. 4. An example of static field-partitioning results from CAN ID 0x316 of KIA SorentoR. Grey area
represents constant field and blue area represent variable field. (¢t =3650621,n=2000, k=20, intervals
between blocks=180531) In each variable field, the minimum value, the maximum value, and the
number of unique values in the field are specified.
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Table 1. Type and length of the randomly generated sub-fields in each CAN message in the
simulation. Information of only three out of ten IDs are presented. Each number in parenthesis means

the length of a sub-field (bits).

I

Fields

multi-value (7). sensor (10), const (4), sensor (15), multi-value (15), sensor (12), counter (1)

D
1 const (14), sensor (5), counter (10), const (6), sensor (4), multi-value (13), sensor (9), const (3)
2
3

counter (15), multi-value (6), counter (7). const (9), sensor (11), multi-value (12), multi-value (4)

Table 2. Properties of ID 1's message format in the simulation. The noise parameter of sensor field

means the maximum value of random noise.

Field type length

Properties

const 14 constant value=0x107D

sensor 5 amplitude=24, period=39095, base=8, phase=38489, noise=4
counter 10 start=3

const 6 constant value=0x17

sensor 4 amplitude=6, period=15289, base=1, phase=11543, noise=1

multi-value 13 items=(3060, 892, 3860, 6052, 7892, 7436, 6653, 4832, 3672, 7473, 3487, 706)

sensor 9

amplitude =376, period=2288, base=67, phase=410, noise=75

const 3 constant value=0x3
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Fig. 5. Field classification distances by 10
different simulated ECU ID traces. Each
algorithm analyzed 5,000 frames (10 blocks for
static algorithm).
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Fig. 6. Average field classification distances for
each algorithm by the number of analyzed
frames.
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